Pension scams and fraud - a ‘middle age’ danger area

An update on the previous circular.

As we know scammers and fraudsters target individuals knowing that many people do not
fully understand the operation of their pension arrangement and can be easily duped. In
addition, there are magic moments for the scammers and fraudsters where someone is in
the early 50s or older when they can access their ‘pension pot’. Very tempting offers might
be made but beware ‘All the glitters is not gold’ and ‘a fool and their money are easily
parted’.

The problem is that all too often greed or strong need for access to money or better rates of
return result in individuals leaving themselves open to such fraud. Many would never be
prepared to pay an independent financial adviser for advice but seem quite prepared to lose
all to a scammer or fraudster!

Scale of the problem

More recent information from the Pension Scams Industry Group suggests that around 5%
of pension transfers could be scams meaning that over £1 billion a year is being lost for up
to 10,000 people.

While all pension scams are basically the same what varies is the approach. More often
than not a pension scam starts with an unexpected phone call, email or txt from someone
claiming to represent a financial serviced firm or government body.

They deceive with false claims of better outcomes and sadly many people fall for those
claims. It is well known that they can be very convincing and appear trustworthy.

The average loss per individual is estimated to be around £75,000.

Most of the pension cams are against men aged 50 or more as they tend to have more by
way of pension savings and are closer to the age when they can access that money.
Worryingly, a little financial sophistication can also be their undoing as they might be
tempted to go for that ‘once in a lifetime opportunity’.

Scammers have materials that appear genuine to individuals and use convincing adverts
online.

According to the Financial Conduct Authority, research found that 25% of pension savers
would consider withdrawing money from their pension scheme during the current cost of
living crisis, earlier than planned. An attitude of mind that plays nicely into the hands of
scammers. The FCA research found that more than 1 in 10 people had been targeted by a
pension scam with 1 in 20 of these saying that the scam had been successful!
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Measures have been put in place by the industry to try to tackle what might be suspicious
looking transfers but they cannot police all possible requests from individuals.

The pensions industry called for guidance to help share good practice and reduce the
number of scams. The Pension Scams Industry Group (PSIG) was created. PSIG is a voluntary
body created by the pensions industry to share good practice and stop pension scams.
Whilst they developed a Code of Practice it has no statutory basis. However, pension
schemes and providers have been adopting its guidelines since its launch in 2015, resulting
in the prevention of thousands of transfers to unsuitable arrangements and preventing
financial loss for thousands of people. They also called for changes to the law to give the
industry the tools needed to stop pension scams and worked with the Department for Work
and Pensions and the Pensions Regulator to develop new regulations to limit the statutory
right to transfer where there are certain suspicions of a scam. On 30 November 2021, that
aim was achieved with new anti-scam regulations came into force.

The current version of the code, can be downloaded from
https://pensionscamsindustrygroup.co.uk/the-code-of-good-practice/

Do note that: -

e The Code is for guidance only and does not purport to constitute legal advice - good
practice in due diligence for trustees, providers and administrators of pension
schemes

e The Code is not exhaustive and nothing in the Code can be relied upon as evidence
of compliance with any other legal or regulatory requirement.

e The Code relates to circumstances prevailing at the date of its publication and may
not have been updated to reflect subsequent developments

e Following the Code does not relieve a party from its legal or regulatory obligations
and following the Code might not prevent a claim being brought against a party

e The Code will be reviewed and updated on a regular basis to ensure it reflects
current risks and good practice
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Types of pension scam

Four main types: -

transfer from one arrangement to another from a safe to an unsafe one where the
money can be directly stolen or squandered through charges and investment losses
o often to an international arrangement that is not subject to UK financial
protection if things go wrong

liberation scams where someone transferred their money to an arrangement to
access the funds earlier than the Law of the Land allows — that should be warning
enough
o this results in tax penalties and is often combined with theft and investment
losses

investment scams where someone is persuaded to cash in their pension savings and
invest them in unregulated or bogus pension scheme vehicles

layering scams that involve someone transferring their pension scheme monies to an
arrangement where there are several parties quietly deducting significant fees to
whittle away the funds

According to PSIG pension money often ends up invested in unusual, high-risk investments

like:-

overseas property and hotels
renewable energy bonds
forestry

parking

storage units

Or it can be simply stolen outright.
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Some simple steps to protect yourself

Reject unexpected pension opportunities, such as free pension reviews or
investment opportunities involving your pension, whether made via email, social
media, text, or over the phone. Cold calls about your pension are illegal and a sure
sign of a scammer at work. There is no such thing as free advice!

Research who you are dealing with before changing your pension arrangements or
accessing your ‘pension pot’— check the Financial Conduct Authority (FCA) Register
or call the FCA on 0800 111 6768 to see if the firm is authorised by the FCA.
Scammers and fraudsters do create some impressive websites and literature.

https://register.fca.org.uk/s/

Welcome to the Financial Services
Register

How to use the Register

Only use the contact
details listed on the

Do not be rushed or pressured into making any decision about your pension —
consider obtaining impartial information and advice from an independent financial
advisor authorised and regulated by the FCA to help you make the best decision for
your own personal circumstances

Be suspicious if you are contacted out of the blue about an investment opportunity
- seek advice from trusted friends, family members or an independent professional
advice service before making a significant financial decision, especially when it
involves your pension pot. Even genuine investment schemes can be high risk

Catenian Province 7
January 2023

Page4


https://register.fca.org.uk/s/

e Be ScamSmart and visit the ScamSmart website to learn how to protect yourself
from pensions scams or investment scams

https://www.fca.org.uk/scamsmart

If you think you have been a victim of pension fraud, contact your pension provider
immediately.

You can also report an unauthorised firm or a scam to the FCA by using their reporting form
or by calling 0800 111 6768.

Cold calls about your pension are illegal. You can report nuisance calls and messages to the
Information Commissioner’s Office using their online reporting tool or by calling 0303 123
1113.

https://ico.org.uk/global/contact-us/

If you have agreed to transfer your pension and now suspect a scam, contact your pension
provider straight away. They may be able to stop a transfer that has not taken place yet. If
you are unsure of what to do contact the Pensions Advisory Service for help.
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